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Executive Summary 
This report addresses the urgent need to enhance real-time communication with 

citizens during emergencies across the European Union (EU), with a particular focus on 

high-impact events such as wildfires. Although the EU remains a safe and stable region, 

it faces increasing risks from both natural hazards and human-induced disasters. 

Wildfires—driven by climate change, land-use changes, and prolonged drought—have 

emerged as a growing threat to lives, property, ecosystems, and cultural heritage. 

Between 1980 and 2020, natural hazards affected nearly 50 million people in the EU and 

cost Member States an average of €12 billion annually. Future projections suggest a 

rising frequency and severity of extreme events, including heatwaves and wildfires, due 

to climate change. In this context, early warning and real-time communication systems 

are essential tools for mitigating risks, enabling timely evacuation, and preventing minor 

incidents from escalating into large-scale disasters. 

Real-time communication must provide citizens—wherever they are in the EU—with 

clear, actionable, and accessible information before and during emergencies.  

This includes support for tourists, senior citizens and individuals with medical, physical, 

or cognitive needs. A standardized EU Warning and Alert System would ensure 

consistent messaging across borders, contributing to faster responses and better 

outcomes during incidents such as wildfires, floods, or public health crises. 

While challenges exist—including legal (e.g., GDPR), technical (e.g., interoperability), and 

operational (e.g., training, public awareness)—this report outlines a framework for 

overcoming them. It proposes harmonized principles, a shared technical infrastructure, 

and alignment with ISO standards, the EU Civil Protection Mechanism1 while respecting 

the sovereignty and diversity of EU Member States. 

Key policy recommendations include promoting cross-system compatibility, supporting 

national and regional capacity building, and fostering stakeholder collaboration. The 

implementation roadmap includes assessment of current systems, development of 

customized training, pilot deployments, and long-term sustainability planning. 

1. Introduction 
Disasters can strike at any time and place, whether natural, like floods, or human-

induced, such as industrial accidents. However, effective planning, monitoring, and early 

warning systems can significantly mitigate potential damage and prevent small 

incidents from escalating into large-scale emergencies. 

The EU’s early warning and information systems empower an efficient resilient 

emergency response in the Member States. These systems are crucial to the EU’s 

 

1 European Civil Protection and Humanitarian Aid Operations-European disaster risk 

management website: https://civil-protection-humanitarian-aid.ec.europa.eu/what/civil-

protection/european-disaster-risk-management_en  retrieved 05 March 2024 

https://civil-protection-humanitarian-aid.ec.europa.eu/what/civil-protection/european-disaster-risk-management_en
https://civil-protection-humanitarian-aid.ec.europa.eu/what/civil-protection/european-disaster-risk-management_en
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strategy for global protection. These systems minimize the impact of disasters by 

seamlessly integrating the phases of preparedness and response2.  

When disasters occur or are imminent, promptly alerting the population and emergency 

services is paramount. Rapid warnings are essential to save lives, safeguard jobs, and 

protect the environment. Continuous hazard monitoring and early warning systems are 

vital for anticipating risks, mobilizing necessary resources, and warning those in 

danger.2 

Emergency communications refer to two-way interpersonal communication services 

between an end-user and the Public Safety Answering Point (PSAP) designed to request 

and receive emergency assistance. 

Effective emergency communications must ensure all individuals, including those with 

disabilities and roaming citizens, have access to emergency services. Accurate caller 

location data is critical and should be provided to PSAP to facilitate effective emergency 

response interventions3.  

1.1 Background on the current state of real-time communication 

with citizens within the EU Member States  
The EU supports the early warning and information systems of Member States by 

contributing to the real-time assessment of hazards, facilitating prompt analysis and 

action. Disaster alerts enable Emergency Response Coordination Centers to provide 

comprehensive early assessments of events, allowing for timely intervention within the 

framework of EU civil protection, both within the EU and worldwide. 

Collaboration with various EU research agencies advances the development of disaster 

forecasting and management tools for both natural and human-induced hazards, 

including: 

• The Global Disaster Alert and Coordination System 

• The European Flood Awareness System and Global Flood Awareness System 

• The European Forest Fire Information System and Global Wildfire Information 

System 

• The European and Global Drought Observatories 

These early warning and information systems are integral to the EU’s Copernicus 

programme. 

 

2 European Civil Protection and Humanitarian Aid Operations-European Early Warning and 

Information Systems https://civil-protection-humanitarian-aid.ec.europa.eu/what/civil-

protection/european-early-warning-and-information-systems_en retrieved 05 March 2024 

 
3 European Commission-Rolling Plan for ICT Standardisation Emergency Communication and 

Public Warning Systems  https://joinup.ec.europa.eu/collection/rolling-plan-ict-

standardisation/emergency-communication-and-public-warning-systems retrieved 05 March 

2024 

https://civil-protection-humanitarian-aid.ec.europa.eu/what/civil-protection/european-early-warning-and-information-systems_en
https://civil-protection-humanitarian-aid.ec.europa.eu/what/civil-protection/european-early-warning-and-information-systems_en
https://joinup.ec.europa.eu/collection/rolling-plan-ict-standardisation/emergency-communication-and-public-warning-systems
https://joinup.ec.europa.eu/collection/rolling-plan-ict-standardisation/emergency-communication-and-public-warning-systems
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The EU operates specialized early warning systems that monitor hazards both within 

the EU and globally, complementing national early warning systems and supporting 

national authorities. The EU Civil Protection Mechanism has enhanced its capacity to 

assess and evaluate risks and disaster impacts by engaging scientific organizations and 

utilizing the latest equipment, significantly boosting its preparedness levels.4 This 

capacity can be further enhanced by engaging EU scientific organizations to assist in 

formulating a survey on the state-of-the-art early warning systems (EWS). 

To ensure consistency and clarity in terminology, we adopt the following definitions in 

this report: 

1. Early Warning Systems (EWS) An integrated system encompassing hazard 

monitoring, forecasting, and prediction, disaster risk assessment, 

communication, and preparedness activities. These systems and processes 

enable individuals, communities, governments, businesses, and others to take 

timely action to reduce disaster risks before hazardous events occur. To be 

effective, an EWS needs to be end-to-end, and people centered. 5 

2. Multi-Hazard Early Warning Systems These systems address multiple hazards 

and/or impacts of similar or different types in contexts where hazardous events 

may occur alone, simultaneously, cascading, or cumulatively over time. They 

account for the potential interrelated effects of these events. A multi-hazard 

early warning system enhances the efficiency and consistency of warnings 

through coordinated and compatible mechanisms and capacities. It involves 

multiple disciplines for updated and accurate identification and monitoring of 

various hazards. 6 

3. Definition of Alert: 

➢ Alert (Noun): In a state that allows quick action, response, or 

understanding; mentally or intellectually active; lively, animated. 

➢ Alert (Verb, Transitive): To make alert or aware of something; to warn; 

to instruct to be vigilant about something. 7 

4. Definition of Warning: 

➢ Warning (Noun): Advice to be aware that a person or thing is dangerous. 

 

4 European Civil Protection and Humanitarian Aid Operations-European Early Warning and 

Information Systems https://civil-protection-humanitarian-aid.ec.europa.eu/what/civil-

protection/european-early-warning-and-information-systems_en retrieved 27 March, 2024 
5 Sendai Framework Terminology  on Disaster risk reduction 

https://www.undrr.org/terminology/early-warning-system retrieved 27 March 2024 
6 Sendai Framework Terminology  on Disaster risk reduction 

https://www.undrr.org/terminology/early-warning-system retrieved 27 March 202 
7 Oxford Dictionary OED: https://www.oed.com/search/dictionary/?q=alert retrieved 27 March 

2024 

https://civil-protection-humanitarian-aid.ec.europa.eu/what/civil-protection/european-early-warning-and-information-systems_en
https://civil-protection-humanitarian-aid.ec.europa.eu/what/civil-protection/european-early-warning-and-information-systems_en
https://www.undrr.org/terminology/early-warning-system
https://www.undrr.org/terminology/early-warning-system
https://www.oed.com/search/dictionary/?q=alert
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➢ Warning (Verb, Transitive): To give notice to a person of impending 

danger or misfortune. 8 

1.2 Rationale for adoption of real-time communication approach 

with citizens across EU Member States 
Real-time communication with citizens is not a new concept. Most EU Member States 

and countries worldwide have developed warning messages. However, the current 

challenge lies in the inconsistency of these messages, particularly in areas with shared 

borders or where citizens travel between EU Member States. 

Real-time communication with citizens involves a public communication system (a 

warning system) that provides consistent messaging to communities. This ensures that 

citizens within or near the defined area of an incident or crisis receive uniform warnings 

and alerts. The goal is to offer actionable information, referred to as a ‘Call to Action,’ 

regardless of the incident's size. In the EU, Calls to Action are based on a variety of 

message designs and cognitive and behavioral methodologies.  

Australia offers an example of a unified real-time communication approach. Within 

Australia, Calls to Action are based upon a framework of specific action statements that 

can be flexibly applied across all warning levels and tailored to each hazard within the 

different Australian states or territories. A driving factor behind the implementation of 

an Australian-wide warning system is the movement of thousands of people across 

state or territory borders daily. Prior to this system, each state and territory had similar 

but different warning systems, leading to confusion during major incidents. Developed 

by AFAC (National Council for Fire and Emergency Services) Warnings Group, the 

Australian Warning System has been in place since December 1, 2020, initially for 

bushfire warnings and now extended to all hazards for emergency services and weather 

agencies.9 

Of course, there are geographic and demographic differences between Australia and 

the EU. Australia has a total area of 7,688,287 square kilometers, and as of July 2023 

had a population of 26.618 million inhabitants.10 EU Member States have a combined 

area of over 4,000,000 sq.km, with 448.4 million inhabitants.11 (This is compared to a 

total area of 9,147,420 sq km12 and a population of 335.9 million people13 for the United 

 

8 Oxford Dictionary OED: https://www.oed.com/search/dictionary/?scope=Entries&q=warning 

retrieved 27 March 2024 
9 AFAC-AFAC news-item article, Australian Warning System: dated December 2, 2020 

https://www.afac.com.au/auxiliary/publications/newsletter/article/australian-warning-

system?fbclid=IwAR3h1-ni5SGoYHpps5aaxDWtxM4FNKLAcExkZxK-WlQOwleVgvJvT2ZGQiQ 

retrieved 27 March 2024 
10 https://www.mylifeelsewhere.com/country-size-comparison/united-states/europe  Area of 

Australia state territories retrieved last updated July 23 retrieved 27 Mar 24 
11 Facts and figures on life in theEU  https://european-union.europa.eu/principles-countries-

history/key-facts-and-figures/life-eu_en Retrieved 01 July 2024 
12 World Data Atlas United States of America- land area https://knoema.com/atlas/United-States-

of-America/Land-area retrieved 01 July 2024 

https://www.oed.com/search/dictionary/?scope=Entries&q=warning
https://www.afac.com.au/auxiliary/publications/newsletter/article/australian-warning-system?fbclid=IwAR3h1-ni5SGoYHpps5aaxDWtxM4FNKLAcExkZxK-WlQOwleVgvJvT2ZGQiQ
https://www.afac.com.au/auxiliary/publications/newsletter/article/australian-warning-system?fbclid=IwAR3h1-ni5SGoYHpps5aaxDWtxM4FNKLAcExkZxK-WlQOwleVgvJvT2ZGQiQ
https://www.mylifeelsewhere.com/country-size-comparison/united-states/europe
https://european-union.europa.eu/principles-countries-history/key-facts-and-figures/life-eu_en
https://european-union.europa.eu/principles-countries-history/key-facts-and-figures/life-eu_en
https://knoema.com/atlas/United-States-of-America/Land-area
https://knoema.com/atlas/United-States-of-America/Land-area
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States. The US IPAWS public communication system is described in the Appendix.) 

However, despite Australia’s 90% larger area and the EU’s 16 times larger population14, 

we believe something like Australia’s model can be beneficially applied to the EU.  

An EU-wide Warning and Alert System would provide consistent warning and alert 

messages that inform citizens about the nature of the incident, the expected impact, 

and the necessary actions (Call to Action). Such a system would ensure that the 

message format and content remain consistent across all EU Member States, regardless 

of where citizens are traveling within the EU. Aided by the machine translation 

capabilities of AI, the messages could be presented in both local languages and English, 

meeting the needs of all EU communities 

1.3 Objectives of this report 
This report aims to articulate a vision for implementing real-time communications with 

citizens across the EU during emergencies, including wildfires. This vision is aligned with 

the EU's fact sheets on communication policy, which detail the responsibility to 

communicate decisions and activities to EU citizens and other interested parties. This 

responsibility is based on citizens’ right to participate in the democratic life of the Union, 

and includes ensuring access to clear information in languages they understand.15 

Key activities we propose in this report include: 

1. Conducting a survey on the current state-of-the-art early warning systems (EWS) 

2. Analyzing lessons learned from non-European early warning systems, such as 

those in Australia and the USA 

3. Identifying requirements for the EU-Alert system evolution to adapt to changing 

Extreme Weather Event risks (wildfires, flash floods, and hurricanes) at the 

Member State level 

4. Analyzing responses, expectations, and gaps to create a ranking of objectives, 

corrective actions, and improvements to achieve harmonization at the EU level. 

These activities aim to establish the groundwork for a comprehensive, cohesive 

approach to real-time communication with citizens across the EU, ensuring all member 

states are equipped to respond effectively and collaboratively to emergencies, 

regardless of their scale or complexity. 

 

 

13 Trading economics United States population https://tradingeconomics.com/united-

states/population retrieved 01 July 2024 
14 My life elsewhere Country size compassion https://www.mylifeelsewhere.com/country-size-

comparison/united-states/europe# retrieved 01 July 2024 
15 Fact Sheets on the European Union-European Parliament-cohesion/culture, education and 

sport/ communication policy 

https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-policy retrieved 28 

March 2024 

https://tradingeconomics.com/united-states/population
https://tradingeconomics.com/united-states/population
https://www.mylifeelsewhere.com/country-size-comparison/united-states/europe
https://www.mylifeelsewhere.com/country-size-comparison/united-states/europe
https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-policy
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1.4 Contribution to FIRE-RES 
This report contributes to the FIRE-RES Task 4.4 objective to conceptualize the 

communication with citizens during the response phase of extreme wildfire events. 

Recognizing the critical operational importance of establishing standardized emergency 

communications across the EU, this report addresses wildfire communications in the 

context of that important first step. 

2. Real-time Communication with Citizens: An 

Overview 
2.1 Basic principles of EU communication 
The need for effective communication is legally grounded in the Charter of 

Fundamental Rights of the European Union (The Charter), which guarantees all citizens 

the right to be informed about EU issues. To fulfill this mandate, EU institutions have 

developed various tools and services to stay in contact with and inform the public. Since 

its formal launch in 2012, the European Citizens Initiative has allowed citizens to 

become more directly involved in new legislation and EU issues.16 

While the EU treaties do not contain specific provisions on communication policy, 

relevant articles such as Article 11 cover the right to information, freedom of 

expression, and the freedom and diversity of the media.17 

The EU has a responsibility to communicate its decisions and activities to EU citizens 

and all other interested parties. This ensures citizens have access to clear information 

and can exercise their right to participate in the democratic life of the Union. 

Information on decisions and activities is made available in languages that citizens 

understand. 

The EU communication policy is based on three principles: 

1. Listening to the public: taking their views and concerns into account.  

2. Explaining policies: clarifying how European Union policies affect citizens' and 

residents’ everyday lives. 

3. Connecting locally: addressing people in their national or local settings through 

their preferred media channels.18 

 

16 Fact Sheets on the European Union-European Parliament-cohesion/culture, education and 

sport/communication policy      

https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-

policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Direc

torates%2DGeneral%20for%20Communication retrieved 28 March 2024 
17 Fact Sheets on the European Union-European Parliament-cohesion/culture, education and 

sport/communication policy           

https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-

policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Direc

torates%2DGeneral%20for%20Communication. retrieved 28 March 2024 

../../../../../../../../../../../../thomasrobertson/%20https:/www.europarl.europa.eu/factsheets/en/sheet/144/communication-policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Directorates%2DGeneral%20for%20Communication
../../../../../../../../../../../../thomasrobertson/%20https:/www.europarl.europa.eu/factsheets/en/sheet/144/communication-policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Directorates%2DGeneral%20for%20Communication
https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Directorates%2DGeneral%20for%20Communication
https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Directorates%2DGeneral%20for%20Communication
https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Directorates%2DGeneral%20for%20Communication
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2.2 Benefits of implementing real-time communication in all 

emergencies 
With the EU's policies and principles in mind, this report addresses the need to provide 

EU citizens with crucial information during emergencies, information that empowers 

them to make informed decisions during any emergency, regardless of its size. With 

inadequate communication, even minor incidents have the potential to escalate into 

major or catastrophic events, adversely affecting citizens within the incident area. 

In addition to following EU policies and principles on communications, emergency 

communications should be consistent with applicable ISO standards 19, as well as 

current policies and procedures used by practitioners in media, communication, and 

emergency management agencies within the EU. These standards cover message 

design as well as cognitive and behavioral methodologies. An enhanced approach to 

real-time communications with citizens should also incorporate emerging research and 

best practices. 

Examples of emergency communication systems adopted outside the EU are provided 

in the Appendix: the Australian Public Information and Emergency Warning process, the 

United States IPAWS system, and the International Federation of Red Cross and Red 

Crescent Society’s guidelines for early warning systems. This information offers insights 

into potential approaches to achieving unified communications in multi-state countries. 

3. Challenges and Opportunities 
Below is an extract outlining the current EU status on warning messages and alerts 

within the EU: 

Alerting and warning the population are crucial to emergency and crisis 

communication. However, just over half of the countries report using various methods 

to alert the population during emergencies. Examples include sirens, mobile phone 

messages, special smartphone apps, and traditional media (radio/TV). The ability to 

provide early warning and the lead time for the population and responsible 

authorities to act depends on the type of disaster risk. Some countries are 

implementing EU legislation requiring public warnings via mobile phones by 2022.20 

 

18 Fact Sheets on the European Union-European Parliament-cohesion/culture, education and 

sport/communication policy 

https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-

policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Direc

torates%2DGeneral%20for%20Communication. retrieved 28 March 2024 
19 https://www.iso.org/home.html International  Organization for Standardization (ISO) retrieved 

01 July 2024 
20 REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND COUNCIL on progress 

on implementation of Article 6 on the Union Civil Protection Mechanism (decision 1313/2013/EU) 

Preventing and managing disaster risk in Europe section 4.2 subparagraphs E, page 12, 

https://secure.ipex.eu/IPEXL-WEB/download/file/082d29088e306567018e3213cb7d00ca 

https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Directorates%2DGeneral%20for%20Communication
https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Directorates%2DGeneral%20for%20Communication
https://www.europarl.europa.eu/factsheets/en/sheet/144/communication-policy#:~:text=The%20Commission%20and%20Parliament%20communicate,respective%20Directorates%2DGeneral%20for%20Communication
https://www.iso.org/home.html
https://secure.ipex.eu/IPEXL-WEB/download/file/082d29088e306567018e3213cb7d00ca
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The implementation of a standardized EU Warning and Alert System across EU Member 

States would represent a significant advance in emergency and crisis management 

capabilities. For example, the system could incorporate forest and wildfire alerts into 

national warnings, addressing a gap present in many current national alert systems. 

However, the diversity of emergency management systems, legal frameworks, and 

operational structures across EU Member States presents substantial challenges. 

Developing a standardized, end-to-end warning and alert system requires components 

that effectively connect those who need to receive warning messages with those who 

compile and track the information these messages are based on. 

3.1 Challenges in implementing real-time communications 

systems 

1. GDPR Compliance: The General Data Protection Regulation (GDPR), adopted in 

May 2016, aims to make Europe fit for the digital age. Over 90% of Europeans 

desire consistent data protection rights across the EU, regardless of where their 

data is processed.21 Any citizen emergency communication framework must 

acknowledge and comply with GDPR. 

2. Varied Operational Structures: The organizational hierarchy for emergency 

management, government media requirements, and communications processes 

vary across countries. This diversity complicates the implementation of a unified 

EU-wide Warning System. 

3. Interoperability Issues: Achieving seamless communication between different 

national telecommunication systems, digital media, and print media during 

cross-border emergencies is challenging, especially in areas within the EU where 

telecommunication reception is inadequate. 

4. Training and Adaptation: Ensuring that emergency response personnel and 

government agencies across the EU have a common understanding and skill set 

for implementing an EU Warning System requires comprehensive training. This 

training must reach all levels, including communities in urban and regional 

areas, tourists and address the needs of vulnerable community members with 

special medical, physical, or cognitive needs. 

5. Citizen Awareness: Developing community programs to educate citizens across 

all EU Member States about the actions they need to take when a warning 

message is communicated is essential. This includes providing plan templates 

and guidance on how each citizen can complete their individual plan or actions. 

Messaging must consider the diversity of ages and the needs of vulnerable 

community members. 

 

Retrieved 28 March 2024 

 
21 European Commission-home-law-law by topic- data protection- data protection in the EU 

https://commission.europa.eu/law/law-topic/data-protection/data-protection-eu_en  retrieved 28 

March 2024 

https://commission.europa.eu/law/law-topic/data-protection/data-protection-eu_en
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6. Language Diversity: The EU comprises 27 member states, each with its own 

language. The EU protects the right of people to communicate in their own 

language, adding complexity to the implementation of a standardized 

communication system.22 

3.2 Opportunities for the adoption of a standardized EU Warning 

and Alert System 
Despite the challenges, adopting a standardized EU Warning and Alert System would 

have numerous benefits: 

1. Enhanced Interoperability: Seamless communication methods and 

standardized messaging across borders would ensure all EU citizens receive 

consistent alerts regardless of where they reside, travel, or transit within any EU 

country. 

2. Improved Efficiency and Effectiveness: A standardized messaging system 

would provide consistent public information and warnings, aiding the 

interoperability of EU emergency services and governments. This uniform 

approach would enhance the efficiency and effectiveness of responses. 

3. Scalable Response Mechanisms: Standardizing local, regional, and state 

emergency management and media communications would ensure that 

warning messages are delivered with the right content, at the right time, and in 

the appropriate language and context for all EU citizens. A standardized 

approach could ensure consistent accommodation of socio-economic diversity 

and citizens with medical, physical and cognitive requirements.  

4. Strengthened Citizen Awareness: An EU standardized warning and alert 

system can significantly improve public safety. Through an EU awareness 

program developed as part of the standardized system, citizens would be able 

to develop their own emergency action plans using provided templates, 

fostering better preparedness. 

By addressing these challenges and leveraging the identified opportunities, the EU can 

transition towards a more unified, efficient, and effective approach to warning and alert 

messaging during emergencies, disasters, or crises. This transition will require careful 

consideration of the legal and operational diversity across member states and a 

commitment to fostering collaboration, sharing best practices, and investing in training 

and resources. 

 

22 European Commission-home-easy to read-the European Union https://european-

union.europa.eu/easy-read_en retrieved 28 March 2024 

https://european-union.europa.eu/easy-read_en
https://european-union.europa.eu/easy-read_en
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4. Core Principles for Implementation of a 

Standardized Emergency Warning and Alert System 

in the EU 
4.1 Identification of real-time communication principles that offer 

significant value 
A standardized Emergency Warning and Alert messaging system within the European 

Union should adhere to a foundational set of core principles that respect the unique 

legislative frameworks, operational structures, technologies, and practices of the EU 

system. These principles must ensure that the messaging system adds significant value 

to the EU's operational management and command modes during incidents and crises, 

without disrupting existing systems.  

Building on Article 6 of the Union Civil Protection Mechanism (Decision No. 

1313/2013/EU), the following extract provides a basis for developing, improving, and 

fostering a whole-of-society approach for Disaster Risk Management (DRM): 

The Commission, together with the Member States and Participating States, should: 

• Further develop the sharing of good practices among countries and experts, 

including under the Knowledge Network, with the objective of improving planning 

tools and decision-making structures to support effective risk governance 

• Further improve pan-European early warning tools and services. Where relevant, 

increase the use of tools such as the ‘Copernicus Emergency Management Services’ 

and the 24/7 scientific emergency reporting service provided by the Scientific and 

Technical Advisory Facility covering natural as well as nuclear and radiological 

hazards. 

Member States and Participating States are invited to: 

• Foster a whole-of-society approach in all stages of the DRM process, involving all 

stakeholders: public institutions, academic and research bodies, the private 

sector, civil society and communities. 

• Strengthen disaster risk management, including actions to manage key risks with 

cross border impacts and risk related to disasters that cause or are capable of 

causing multi country transboundary effects. 

• Further develop early warning systems for relevant risks, and where possible draw 

on the transboundary systems developed by the EU, such as the Copernicus’ 

European Flood Awareness System, the European Forest Fire Information System 

and the European Drought Observatory. 
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• Promote stronger actions at national level to take the needs of vulnerable people 

when managing risk 23 

The principles articulated in this extract provide a basis for effective implementation of 

a standardized Warning and Alert System across an all-hazard environment within the 

EU. These principles are intended to further develop and enhance the prevention and 

management of disaster risk in Europe, in line with ‘Article 6 on the Union Civil 

Protection Mechanism (Decision 1313/2013/EU) Preventing and Managing Disaster Risk 

in Europe, Section 4.2, subparagraphs E and F.’ 24 

Several papers and documents have been prepared over the years highlighting the 

value and importance of an early warning and alert system. Notably, the Report from 

the Commission to the European Parliament and Council on the progress of 

implementing Article 6 of the Union Civil Protection Mechanism (Decision 

1313/2013/EU) covers Sections 4.2 subparagraphs E, Risk Awareness Raising and Alert 

Systems, and F, Early Warning Systems and Response Capacities. 25 

As referenced earlier in this report, the European Civil Protection and Humanitarian Aid 

Operations produced the document “European Early Warning and Information 

Systems,” detailing the various systems across the EU for global disaster response, 

including floods, forest fires, global wildfire information, and drought observation 

systems. 

In 2018, a paper titled “Public Warning Systems for Climate-Induced Natural Hazards” by 

Claudio Rossi, Giacomo Falcone, Antonella Frisiello, and Fabrizio Dominici 26 discussed 

best practices. The point of view of this paper is highly aligned with this report. It notes 

that UNISDR definitions lack clarity on the difference between 'alert' and 'warning,' 

which is crucial for this discussion. The paper provides definitions as follows: 

• Alert: A warning to people to be prepared to deal with something dangerous . 

 

23 REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND COUNCIL on progress 

on implementation of Article 6 on the Union Civil Protection Mechanism (decision 1313/2013/EU) 

Preventing and managing disaster risk in Europe section 4.2 subparagraphs E, page 13-14, 

https://secure.ipex.eu/IPEXL-WEB/download/file/082d29088e306567018e3213cb7d00ca 

Retrieved 28 March 2024 
24 REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND COUNCIL on progress 

on implementation of Article 6 on the Union Civil Protection Mechanism (decision 1313/2013/EU) 

Preventing and managing disaster risk in Europe section 4.2 subparagraphs E, pages 12-13, 

https://secure.ipex.eu/IPEXL-WEB/download/file/082d29088e306567018e3213cb7d00ca 

Retrieved 28 March 2024 
25 REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND COUNCIL on progress 

on implementation of Article 6 on the Union Civil Protection Mechanism (decision 1313/2013/EU) 

Preventing and managing disaster risk in Europe section 4.2 subparagraphs E, pages 12-13, 

https://secure.ipex.eu/IPEXL-WEB/download/file/082d29088e306567018e3213cb7d00ca 

Retrieved 28 March 2024 
26 Best Practises on Public Warning Systems for Climate Induced Natural Hazards: 

https://reliefweb.int/report/world/best-practices-public-warning-systems-climate-induced-

natural-hazards retrieved 30 March 2024 

https://secure.ipex.eu/IPEXL-WEB/download/file/082d29088e306567018e3213cb7d00ca
https://secure.ipex.eu/IPEXL-WEB/download/file/082d29088e306567018e3213cb7d00ca
https://secure.ipex.eu/IPEXL-WEB/download/file/082d29088e306567018e3213cb7d00ca
https://reliefweb.int/report/world/best-practices-public-warning-systems-climate-induced-natural-hazards
https://reliefweb.int/report/world/best-practices-public-warning-systems-climate-induced-natural-hazards
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• Warning: Something that makes you understand there is a possible danger or 

problem. 

The paper also explores human factors in public warnings, emphasizing that alert 

messages need to activate both cognitive and emotional responses, akin to a 'Call to 

Action,' as mentioned in connection with the Australian public warnings process. 

The paper identifies six key processes from a receiver's perspective, which can guide 

standardization of emergency warning and alert systems: 

1. Receiving the alert (hearing/reading). 

2. Understanding the alert message. 

3. Believing its reliability. 

4. Personalizing the alert. 

5. Confirming the alert's truth. 

6. Taking protective action. 

Throughout the world countries have implemented emergency warning and alert 

messaging systems, though not all are standardized within their countries. The 

Appendix of this report provides a summary of two countries and one international 

organization with well-established systems: Australia, the United States, and the 

International Federation of Red Cross and Red Crescent Societies (IFRC). 

 

5. Framework for Harmonization and 

Interoperability 
5.1 Achieving harmonization across EU Member States 
Developing a standardized EU Warning and Alert messaging system requires a nuanced 

approach. This approach must acknowledge the diverse landscape of emergency 

management practices, legislative frameworks, as well as technological, and 

communication capabilities within the Union. Achieving harmonization involves aligning 

operational methodologies, communication protocols, and training standards to ensure 

efficient, effective, and resilient emergency responses across all geographical locations. 

5.2 Interoperability as a keystone 
A primary benefit of a standardized EU Warning and Alert messaging system is 

interoperability. As such, the messaging system must consider several dimensions of 

interoperability: 

1. Technological Interoperability: Ensuring communication systems, data-

sharing platforms, and other technological tools are compatible across member 

states, facilitating real-time information exchange and coordination during 

emergencies. 
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2. Procedural Interoperability: Harmonizing operational procedures and 

protocols to ensure synergistic collaboration among agencies from different 

member states. This includes providing consistent warning messages or alerts in 

a uniform format regardless of where a citizen or tourist is within the EU. 

Examples include: 

➢ Initial Alert (Yellow): Providing general information about the situation 

with no action required, 

➢ Watch Alert (Orange): Offering detailed information on the incident and 

predetermined actions from prior community awareness sessions. 

➢ Warning (Red): Delivering detailed information with instructions such as 

"too late to leave, shelter in place," based on community awareness 

sessions. 

3. Cultural and Linguistic Interoperability: Addressing cultural and linguistic 

differences that impact cross-border emergency management effectiveness. 

This includes developing multilingual training materials and incorporating 

cultural competency into emergency management communication programs. 

5.3 Strategic Pathways 
The development of a standardized EU Warning and Alert messaging system should: 

1. Leverage Existing Frameworks: Utilizing frameworks such as the European 

Union Civil Protection Mechanism (EUCPM) and ISO standards (ISO 22320, ISO 

22322, and ETSI 102 182) to establish common ground for interoperability and 

harmonization. Other relevant ISO standards are listed in Chapter 6 Policy 

Recommendations of this report. 

2. Ensure Cross-Compliance for Interoperability: Developing standardized EU 

Warning and Alert messaging systems that promote "cross-compliance" 

between different national systems, allowing mutual recognition of operational 

standards and certifications for smoother cross-border collaboration. 

3. Integrate with European Civil Protection Training: Incorporating a 

standardized EU Warning and Alert messaging system into training programs 

developed under the EUCPM to ensure all personnel have a shared 

understanding of these methodologies, regardless of their country of origin. 

4. Incorporate Evaluation and Adaptation: Establishing a framework for the 

continuous evaluation of interoperability and harmonization efforts, with the 

flexibility to adapt policies based on lessons learned from exercises, real-world 

incidents, and technological advancements. 

5. Respect Sovereignty and Local Practice: While striving for harmonization and 

interoperability, policies must respect the sovereignty of EU Member States, 

allowing for the adaptation of a standardized EU Warning and Alert messaging 

system to local laws, traditions, and organizational structures. 
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5.4 Technical integration for a standardized warning and alert 

system in the EU 
The implementation of a standardized EU Warning and Alert messaging system must 

incorporate an innovative integration strategy based on a robust inventory of current 

warning and alert processes within the EU. This strategy should focus on creating 

interoperable communication systems that enable seamless information exchange 

between various emergency management teams. Shared data platforms are critical for 

consolidating real-time data, enhancing situational awareness, and facilitating informed 

decision-making at all levels within the emergency agencies of the EU, as well as within 

citizen communities. Artificial intelligence (AI) can support warning and alert messaging 

by providing multilingual translations and automating routine tasks. 

Establishing EU-wide standards for technological integration within the EU incident 

management framework will ensure that all member states can contribute to and 

benefit from a unified, efficient, and effective emergency response mechanism. 

Any framework for harmonization and interoperability within the EU's emergency 

management systems must be dynamic and evolving. This requires a commitment to 

collaboration, innovation, and continuous improvement. By embracing a standardized 

approach to warnings and alerts, the EU can enhance its collective capacity to provide 

concise, timely, and relevant messaging systems for specific emergencies, including the 

ability to have multiple messages and alerts active within one member state, protecting 

its citizens and assets with a unified, efficient, and effective approach. 

6. Policy Recommendations 
To facilitate the effective implementation of a standardized EU Warning and Alert 

messaging system across the European Union, while acknowledging the diversity of 

emergency management systems and respecting the sovereignty of EU Member States, 

the following policy recommendations are proposed: 

1. Encourage Cross-System Compatibility: Develop a standardized warning and 

alert messaging policy at the EU level that promotes interoperability and 

"crossed compliance" between different national emergency management 

systems. This approach allows for mutual recognition of operational standards 

and communication messaging, facilitating smoother collaboration during cross-

border incidents. 

2. Leverage International Standards for Harmonization: Utilize existing 

frameworks and standards as a baseline for harmonizing emergency 

management efforts across the EU. These standards can inform and be 

referenced by EU level standards and also guide regional implementation. 

Relevant standards include: 

➢ ISO 22320: Security and Resilience - Emergency Management - Guidelines 

for Incident Management. 
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➢ ISO 22361: Crisis Management - Guidelines on crisis management to help 

organizations plan, establish, maintain, review, and continually improve 

strategic crisis management. 

➢ ISO 22393: Security and Resilience - Guidance on developing meaningful 

recovery activities and renewal initiatives from any type of major 

emergency, disaster, or crisis. 

➢ ISO 22322:2022: Security and Resilience - Emergency Management - 

Guideline for Public Warnings 

➢ ISO 22324:2022: Security and Resilience - Emergency Management - 

Guidelines for Colour Coded Alerts 

➢ ISO 22325:2016: Security and Resilience - Emergency Management - 

Guidelines for Capability Assessment 

➢ ISO 22326:2018: Security and Resilience - Emergency Management - 

Guidelines for Monitoring Facilities with Identified Hazards 

➢ ISO 22327:2018: Security and Resilience - Emergency Management - 

Guidelines for Implementation of a Community-Based Landslide Early 

Warning System 

➢ ISO 22328-1: Security and Resilience - Emergency Management - Part 1, 

General guidelines of a community-based disaster early warning system 

➢ ISO/TR 2022:2015: Security and Resilience - Emergency Management - 

Guidelines for Public Warning 

3. Strengthen European Civil Protection Mechanisms: 

➢ Integrate the standardized EU Warning and Alert messaging principles 

into the European Union Civil Protection Mechanism (EUCPM) training 

programs. 

➢ Ensure consistency in training methodologies to foster a unified 

approach to emergency management. Administrative and emergency 

management personnel must receive consistent training in these vital 

methodologies. 

4. Foster Continuous Learning and Adaptation: Establish mechanisms for 

continuous evaluation, learning, and adaptation of standardized EU Warning 

and Alert messaging implementation efforts. This includes regular exercises, 

after-action reviews, and sharing of best practices among member states to 

continuously improve the system's effectiveness. 

5. Support National and Regional Capacity Building: Provide technical 

assistance, in connection with the EU Rolling plan for ICT standardization, Rolling 

Plan 2024 27, resources, and funding to support member states in adapting 

standardized EU Warning and Alert messaging principles to their national and 

regional contexts. This includes supporting the development of national warning 

 

27 EU Join Up Rolling Plan for ICT standardisation, rolling plan 2024 

https://joinup.ec.europa.eu/collection/rolling-plan-ict-standardisation/rolling-plan-2024 retrieved  

01 April 2024 

https://joinup.ec.europa.eu/collection/rolling-plan-ict-standardisation/rolling-plan-2024
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messaging frameworks, training programs, and technological upgrades to 

enhance interoperability. 

6. Promote Collaborative Governance and Leadership: Encourage collaborative 

governance structures involving all relevant stakeholders in the development 

and implementation of a standardized EU Warning and Alert messaging policy. 

This includes national governments, regional authorities, emergency 

management agencies, and community groups across multiple member states. 

7. Ensure Respect for Sovereignty and Local Subsidiarity: While striving for 

harmonization and interoperability, respect the legal and operational 

sovereignty of EU Member States. The policy should offer flexibility to adapt to 

local laws, traditions, organizational structures, and telecommunications 

infrastructure. The main objective is to ensure the content, context, and 'Call to 

Action' messaging within a standardized EU Warning and Alert messaging 

system are consistent throughout the EU, regardless of the technical aspects of 

telecommunications and media delivery. 

8. Prioritize Communication and Information Sharing: Enhance communication 

and information-sharing mechanisms among EU Member States to ensure 

timely and effective warning and alert messaging to citizens in real-time for any 

specific incident. This may include developing shared platforms for data 

exchange. 

By adopting these policy recommendations, the EU can significantly enhance its 

collective emergency management and communication capabilities, ensuring a more 

resilient, efficient, and integrated approach to managing emergencies across the Union. 

These recommendations aim to foster a culture of preparedness, collaboration, and 

continuous improvement, ultimately safeguarding the lives and well-being of EU citizens 

in times of crisis. 

6.1 Enhancing Stakeholder Engagement in the Implementation of 

a Standardized Warning and Alert Messaging System across the 

EU 
Successful implementation of a standardized EU Warning and Alert messaging system 

requires active engagement and collaboration with a wide range of stakeholders. This 

includes national and local government bodies, emergency management agencies, non-

governmental organizations (NGOs), community leaders, and the private sector. 

Engaging these stakeholders fosters a sense of ownership and commitment towards 

the system and leverages their unique insights, resources, and capabilities to enhance 

the system's effectiveness. 

6.2 Strategies for Stakeholder Engagement 

1. Multi-Level Communication Platforms: Develop and maintain strategies for 

continuous communication across diverse levels of stakeholders and 

communities. This strategy should facilitate the exchange of information, best 
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practices, and feedback on the implementation process of EU warning messages 

and alerts. 

2. Regular Stakeholder Meetings and Workshops: Organize regular meetings, 

workshops, and forums where stakeholders can discuss challenges, share 

insights, and contribute to the development and refinement of a standardized 

EU Warning and Alert messaging policy and practices, including cultural, 

language, medical, physical and cognitive requirements. 

3. Joint Training and Exercise Programs: Implement training programs and 

exercises that include all relevant stakeholders within the EU Member States. 

This will improve real-time emergency communication and assist in coordination 

and interoperability, building mutual trust and understanding among different 

entities involved in emergency management, including EU member state 

communities. 

4. Telecommunication Tools for Engagement: Leverage telecommunications 

tools, social media, and other media platforms to broaden stakeholder 

engagement, reaching out to communities and individuals who might otherwise 

be marginalized during an incident requiring real-time communication. 

5. Feedback Mechanisms: Establish clear and accessible feedback mechanisms 

that allow stakeholders to voice concerns, suggest improvements, and 

contribute to the ongoing development of a standardized EU Warning and Alert 

messaging system. 

6. Role Definition and Inclusion: Clearly define the roles and responsibilities of 

various stakeholders within the standardized EU Warning and Alert messaging 

system, ensuring that each entity understands its contribution to emergency 

management efforts. Actively seek to include diverse perspectives, especially 

from communities directly affected by emergencies. 

6.3 Overcoming Challenges in Stakeholder Engagement 

• Diverse Interests and Perspectives: Recognize and address the diversity of 

interests and perspectives among stakeholders, striving for a balanced approach 

that considers the needs and concerns of all parties involved. 

• Resource Limitations: Identify and mitigate the impact of resource limitations 

on stakeholder engagement by seeking alternative support mechanisms, such 

as EU funding opportunities or partnerships with the private sector. 

• Cultural and Language Barriers: Implement strategies to overcome cultural, 

language, and cognitive barriers that may hinder effective engagement and 

understanding of warning and alert messages. Use translation services and 

culturally sensitive communication materials, including the adoption of AI to 

auto-translate warning messages and alerts to appropriate languages in all EU 

Member States. 

Enhancing stakeholder engagement in the implementation of a standardized EU 

Warning and Alert messaging system involves fostering collaborative relationships 
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among government entities, emergency services, NGOs, and community groups. This 

strategy ensures diverse perspectives are integrated, promoting a unified approach to 

crisis management warnings and alerts. Key to success is transparent communication, 

joint exercises, and shared learning platforms that facilitate knowledge exchange and 

consensus-building. Engaging stakeholders early and continuously throughout the 

planning and execution phases ensures their commitment and adaptability to the 

standardized EU Warning and Alert messaging system, enhancing the overall resilience 

and response capacity of the EU. 

7. Implementation Roadmap 
The successful adoption of a standardized EU Warning and Alert messaging system 

across the EU requires a strategic approach that acknowledges the diversity of 

emergency management systems, legislative frameworks, and capacities of EU Member 

States. This implementation roadmap outlines key steps to guide the adoption of such a 

system, ensuring interoperability and harmonization while respecting national 

sovereignty and local autonomy. 

7.1 Phase 1: Assessment and Alignment 

1. Conduct a Comprehensive Assessment: Formulate a survey to evaluate the 

current state of early warning systems (EWS) among direct and indirect project 

partners, including living labs, stakeholders, technical and political contacts, and 

relevant experts. 

2. Align with International Standards: Utilize existing standards such as: 

➢ European Union Civil Protection Mechanism (EUCPM) 

➢ ISO 22320: Security and Resilience – Emergency Management – Guidelines 

for Incident Management 

➢ ISO 22322: Social Security Emergency Management Guidelines for Public 

Warning and ETSI 102 182 (2010) Emergency Communications (EMTEL) 

Ensure compliance with these standards to establish common ground for 

interoperability and harmonization. 

3. Analyze the Responses: Identify and consolidate expectations and gaps; define 

objectives, corrective actions, and improvements for harmonization at the EU 

level. 

4. Research Non-European Systems: Study the experiences and evolution of the 

Australian emergency warning systems and the US IPAWS, as well as other 

countries with public warning and information messaging systems. 

7.2 Phase 2: Development and Customization 

1. Develop Policies: Create a policy framework for warning messages and alerts, 

defining quality, content, delivery methods, and addressing gaps. 
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2. Customize Training Programs: Develop and tailor training programs to 

accommodate the diverse linguistic, cultural, and operational contexts of EU 

Member States. Integrate these into the EUCPM training program to ensure 

timely and concise messaging for real-time communication with citizens during 

emergencies. 

3. Community Awareness Dissemination: Develop and implement training 

programs to raise awareness among EU citizens, considering their diverse 

linguistic and cultural contexts. 

7.3 Phase 3: Pilot Implementation and Evaluation 

1. Pilot Implementation: Select at least three living labs to pilot the standardized 

EU Warning and Alert messaging system, focusing on areas with high cross-

border emergency risks to evaluate its effectiveness in real-world settings. 

2. Evaluation and Feedback: Conduct thorough evaluations of the pilot 

implementations, gathering feedback from all stakeholders to identify best 

practices, challenges, and areas for improvement. 

7.4 Phase 4: Full-Scale Implementation and Continuous 

Improvement 

1. Roll-Out to All Member States: Adjust the policy based on pilot outcomes and 

proceed with a full-scale rollout across all EU Member States, providing 

necessary technical and financial support. 

2. Establish Mechanisms for Continuous Improvement: Implement continuous 

learning and adaptation processes, including regular exercises, after-action 

reviews, and sharing best practices among member states to refine and improve 

the system over time. 

3. Foster Collaborative Governance: Promote a collaborative approach involving 

national governments, regional authorities, emergency management agencies, 

and NGOs to ensure cohesive implementation of the system. 

7.5 Phase 5: Sustainability and Integration 

1. Ensure Sustainability: Secure long-term commitment and resources from EU 

institutions and member states to sustain the system, including ongoing training, 

system upgrades, and research into emerging best practices. 

2. Integration with Other Initiatives: Integrate the system with other EU 

initiatives, guidelines, and policies related to civil protection, disaster risk 

reduction, and climate adaptation to ensure a coherent approach to emergency 

management across the Union. 

This roadmap provides a strategic framework for action at the EU level for adopting a 

standardized EU Warning and Alert messaging system within the European Union, 

aimed at enhancing the Union's collective emergency response capabilities while 
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respecting the diversity and sovereignty of its member states. Through careful planning, 

collaboration, and a commitment to continuous improvement, the EU can achieve a 

more efficient and effective warning and alert message process, increasing resilience 

and efficiency in managing emergencies and crises. 

8. Conclusion 

This report outlines a comprehensive framework for adopting a standardized EU 

Warning and Alert messaging system across the European Union. By exploring core 

principles, challenges, opportunities, policy recommendations, and a strategic 

implementation roadmap, it establishes a vision for enhancing the EU's collective 

emergency real-time communication capabilities during incidents. 

The adoption of a standardized EU Warning and Alert messaging system presents a 

unique opportunity to unify and streamline emergency management practices across 

member states, fostering interoperability, efficiency, effectiveness, and community 

resilience during crises. However, implementing such a system must account for the 

diverse legal, operational, and cultural landscapes of the Union, ensuring that policies 

and practices respect national sovereignty. 

Key to this endeavor is a commitment to flexibility and continuous improvement. This 

will allow the messaging system to evolve in response to the increasing needs and 

expectations of EU communities for real-time communication during incidents. 

Moreover, the emphasis on collaboration, both within the Union and with international 

partners, underscores the importance of a collective approach. This approach would 

provide citizens within EU Member States with timely information during specific 

incidents, delivering key messages and alerts that advise on actions to protect lives 

through a standardized EU Warning and Alert messaging system. 

As the EU moves forward with implementing a standardized EU Warning and Alert 

messaging system, it is imperative that member states, emergency management 

agencies, community groups, and other stakeholders engage in open dialogue, share 

best practices, and commit to a process of learning and adaptation. This collaborative 

spirit will be crucial in overcoming identified challenges and realizing the full potential of 

the messaging system to protect lives, property, and the environment across the 

European Union. 

In conclusion, the journey towards a harmonized and interoperable emergency 

management system within the EU is both challenging and essential. This report 

provides a foundational step in that direction, offering a roadmap for action that 

balances the need for a collaborative approach with respect for national differences. As 

the EU continues to navigate the complexities of emergency management in an 
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increasingly volatile world, the principles and strategies outlined herein can serve as a 

guiding light, steering the Union towards a safer, more resilient future. 

Appendix - Real-time Public Information Approaches 

used outside of the EU 
A.1 Australian Public Information and Emergency Warnings 
The Australian Public Information and Emergency Warnings explores the essential 

elements and discipline of effective public information. 

The Australian public information and emergency warning process aims is to have one 

national set of principles for public information and warnings is to provide a consistent 

approach to aid the increase of interoperability of the Australian Emergency Service 

Organisations to provide a consistent and clear message and warnings during any size 

of an incident. 

It aligns with the national disaster resilience strategy and policy with practice, notably 

the National Strategy for Disaster Resilience (COAG 2011) and Strategic Directions for 

Fire and Emergency Services in Australia and New Zealand 2021–2026 (AFAC 2021), by 

guiding and supporting jurisdictions, agencies and other organisations and individuals 

in their implementation and adoption. 

These messages and warning are designed to be of value across all hazards. Whether it 

is a natural hazard or weather event, a public health emergency, or a hostile attack in an 

urban setting, the principles, importance and discipline of effective communication are 

broadly applicable. 

There are three parts of the Australian Public Information and Warnings 

Part 1: Warning fundamentals 

Part 2: Delivering effective warnings 

Part 3: Evaluating public information and warnings 

There are three warning levels: 

Advise  An incident has started. There is no immediate danger. 

Stay up to date in case the situation changes. 

Watch and Act  Watch and Act: There is a heightened level of threat. 

Conditions are changing and you need to start taking 

action now to protect you and your family. 

Emergency 

Warning 
 

An Emergency Warning: It is the highest level of 

warning. You may be in danger and need to take action 

immediately. Any delay now puts your life at risk. 28 

 

28 Warning Icons Diagrams- SA Country Fire Service-warnings-restrictions/restrictions/australian-

fire-rating     https://cfs.sa.gov.au/warnings-restrictions/restrictions/australian-fire-danger-

https://cfs.sa.gov.au/warnings-restrictions/restrictions/australian-fire-danger-ratings/
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These warnings are broadcasted over radio and commercial TV stations, and utilize 

telecommunications to target specific areas within a geographical area to notify 

residents and visitors in the affected area including transiting tourists a public warning 

has been issued. 

Ten principles guide the development and use of warnings in Australia: 

 

ratings/  and text https://knowledge.aidr.org.au/resources/public-information-and-warnings-

handbook/ retrieved 28 March 2024 

Lifesaving: Warnings can save lives and protect people from harm. They 

prompt and encourage protective action to minimise the 

social and economic impacts of an emergency. Warnings are 

an essential element of effective emergency management. 

Empowering: The provision of warnings enacts a national commitment to 

building shared responsibility for disaster resilience, by 

empowering people to make decisions about their own 

safety. 

Trusted, 

authoritative and 

verifiable: 

For greatest effect, warnings must come from a trusted 

source and be verifiable through multiple channels. Warnings 

should therefore be easily and widely shared to recognise the 

diversity of potential trusted sources. The official authority 

issuing a warning should always be clearly stated. 

Scaled based on 

risk 

Scaled warning frameworks should guide the delivery of all 

warnings and support the consistent risk assessment of a 

hazard, its impact and its consequence. 

Timely, targeted 

and tailored: 

Warnings should be timely, targeted to communities at risk 

and tailored to provide detail and relevance. Specific 

consideration should be given to harder to reach and 

vulnerable members of the community. 

Conveying impact: Warnings should describe the expected impacts and 

consequences of an approaching or current hazard, to assist 

people to understand and be motivated to take protective 

action. 

Including a call-to-

action: 

Warnings should include practical calls-to-action using 

language tailored to the level of risk, ranging from advice and 

persuasive recommendations to authoritative direction. 

Clearly 

communicated: 

Warnings should be easy to understand and use a consistent 

structure to provide information. Both written and visual 

information should be considered to assist with clearly 

https://cfs.sa.gov.au/warnings-restrictions/restrictions/australian-fire-danger-ratings/
https://knowledge.aidr.org.au/resources/public-information-and-warnings-handbook/
https://knowledge.aidr.org.au/resources/public-information-and-warnings-handbook/


D4.10 IA 4.8 brief: Framework for real-time communication to citizens  
 

 

23 

 

 

Source: AIDR Public Information and Warnings Handbook, second edition 2021. 29 

 

Australia’s Total Warning System outlines 

the life cycles of action prior, during and 

post an Emergency, as shown in the 

diagram on the right. 

 

This warning system adapts Australia’s 

Total Flood Warning System originally 

presented in 1995 within Manual 21: 

Flood Warnings (AIDR 1995). It has been 

revised to accomplish all hazards and 

reflect contemporary practises.30 

  

 

29 AIDR- Australian Disaster Resilience Knowledge Hub-handbook collection public information 

and warnings handbook 2021 page 3 https://knowledge.aidr.org.au/resources/handbook-public-

information-and-warnings/ retrieved 30 March 2024 
30 AIDR- Australian Disaster Resilience Knowledge Hub-handbook collection public information 

and warnings handbook 2021 page 5 https://knowledge.aidr.org.au/resources/handbook-public-

information-and-warnings/ retrieved 30 March 2024 

conveying risk and encouraging protective action. 

Readily accessible: Warnings should be disseminated via multiple channels, 

tailored to suit each channel, and consider accessibility for 

diverse audiences. Ease of sharing and rapid dissemination 

should be supported with use of nationally agreed technical 

standards, and dissemination strategies should be in place to 

adapt to failure of technology or other systems. 

Part of a bigger 

picture: 

Warnings are one component within a systems-based 

approach to community safety. Community engagement, 

education and awareness programs better prepare 

communities to receive, understand and act upon warnings. 

https://knowledge.aidr.org.au/resources/handbook-public-information-and-warnings/
https://knowledge.aidr.org.au/resources/handbook-public-information-and-warnings/
https://knowledge.aidr.org.au/resources/handbook-public-information-and-warnings/
https://knowledge.aidr.org.au/resources/handbook-public-information-and-warnings/
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A.2 United States Integrated Public Alert and Warning System 

(IPAWS) 

Public warning systems in the United States have evolved from early outdoor sirens to 

broadcast radio, landline and cellular telephones, and the internet. All these warning 

channels are used in the present day, by local, tribal, territorial, state, and federal 

officials, in partnership with private organizations, to disseminate warnings.  

The first public warning systems in the US were wartime outdoor civil defense sirens 

deployed to warn local populations within hearing distance of wartime attacks. The 

value of these systems for warning of other dangers such as tornadoes was soon 

recognized, and this has been their main use since. Today sirens are still used, 

particularly in smaller communities, to send people to broadcast or other media to get 

further information concerning an imminent danger 31. 

Starting in the 1950’s, public broadcast channels were used in the US for emergency 

warning, starting with AM radio and today, through the Emergency Alert System (EAS) 32, 

alerts are broadcast through AM, FM, and satellite radio, as well as cable, satellite, and 

broadcast TV. 

In 1978 an automated telephone system, National Warning System (NAWAS) 33, was set 

up to connect Emergency Operations Centers, local emergency management agencies, 

National Weather Service field offices, and Public Safety Answering Points (PSAPs). This 

system uses a landline network separate from the public telephone system, which 

allows it to operate when telephone central offices are damaged during emergencies. 

In 2007 a system was set up, now called Wireless Emergency Alerts (WEA) 34, to send 

alerts to mobile devices including cell phones and pagers. These alerts can be broadcast 

from cell towers to any WEA‐enabled mobile device in a locally targeted area, without 

the recipient needing to download an app or subscribe to a service. The alerts are short 

and can provide immediate, life-saving information. WEA is operated through a 

partnership among FEMA, the Federal Communications Commission (FCC) and wireless 

providers. 

An historical objective of public warning systems such as EAS, NAWAS, and WEA has 

been to ensure that the President of the United States can communicate to other 

officials and to the public during a crisis, maintaining effective command, control and 

 

31 National Weather Service, Outdoor Warning Sirens: Frequently Asked Questions, 

https://www.weather.gov/dvn/sirenFAQ, retrieved 19 March 2024 
32 Federal Communications Commission, The Emergency Alert System (EAS) 

https://www.fcc.gov/emergency-alert-system, retrieved 19 March 2024 
33 FEMA, National Warning System Operations Manual, 

https://web.archive.org/web/20150924051034/http://www.fema.gov/pdf/library/1550_2.pdf, 

retrieved 19 March 2024 
34 Federal Communications Commission, Wireless Emergency Alerts (WEA), 

https://www.fcc.gov/consumers/guides/wireless-emergency-alerts-wea, retrieved 19 March 2024 

https://www.weather.gov/dvn/sirenFAQ
https://www.fcc.gov/emergency-alert-system
https://web.archive.org/web/20150924051034/http:/www.fema.gov/pdf/library/1550_2.pdf
https://www.fcc.gov/consumers/guides/wireless-emergency-alerts-wea
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communication. For example, the EAS requires radio and TV broadcasters, cable TV, 

wireless cable systems, satellite and wireline operators to provide the President with 

capability to address the American people within 10 minutes during a national 

emergency. 

Another aspect of public warning is represented by NOAA Weather Radio (NWR) 35 which 

is operated by the US National Oceanic and Atmospheric Agency. This system 

broadcasts alerts associated with severe weather, as well as alerts for natural and 

human-caused disasters, including wildfires. It has been expanded to include other 

public safety issues such as “AMBER” alerts concerning abducted children. 

Since 2006, EAS, NAWAS, WEA, and NWS have been combined into the Integrated Public 

Alert and Warning System (IPAWS) 36  IPAWS is a federal, state, local tribal, and territorial, 

public safety messaging system for informing the public about disasters. These 

messages are in English and Spanish. IPAWS delivers messaging to radio, television, and 

mobile phones, including weather related messages. It can also provide messages via 

siren and digital signs. It can target specific geographic areas to message only those in 

the affected areas, including visitors.  IPAWS messages can be originated by any of the 

public safety agencies responsible for emergencies within their state jurisdictions. 

The primary public warnings disseminated through IPAWS are supplemented by many 

internet websites and apps. The ease of access to the internet by both providers of alert 

information and the public have led to the internet being a primary tool for warning and 

alerting the public. Authorities at all levels, local to national, use their own websites, 

apps, and social media accounts to inform and alerts the public. For example, the US 

Department of Homeland Security’s Ready.gov website 37 offers information on how to 

prepare for and respond to wildfires, and the Federal Emergency Management Agency 

(FEMA) provides and app 38 that allows the public to receive real-time alerts from the 

National Weather Service. 

The following is an extract from FEMA’s Best Practices for Alerting Authorities using 

Wireless Emergency Alerts: 39 

FEMA’s position on public alert, warning, and notification(AWN) is that the emergencies 

are local therefore it is the responsibility and discretion of elected local officials, or their 

designees, to provide timely notification to their jurisdiction(s) 

 

35 National Weather Service, NOAA Weather Radio, https://www.weather.gov/nwr/, retrieved 19 

March 2024 
36 FEMA, Integrated Public Alert and Warning System, https://www.fema.gov/emergency-

managers/practitioners/integrated-public-alert-warning-system, retrieved 19 March 2024 
37 U.S. Department of Homeland Security, Wildfires, https://www.ready.gov/wildfires, retrieved 

19 March 2024 
38 FEMA,  FEMA Mobile Products,  https://www.fema.gov/about/news-multimedia/mobile-

products, retrieved 19 March 2024 
39 https://www.fema.gov/emergency-managers/practitioners/integrated-public-alert-warning-

system/public-safety-officials/alerting-authorities/best-practices 

https://www.weather.gov/nwr/
https://www.fema.gov/emergency-managers/practitioners/integrated-public-alert-warning-system
https://www.fema.gov/emergency-managers/practitioners/integrated-public-alert-warning-system
https://www.ready.gov/wildfires
https://www.fema.gov/about/news-multimedia/mobile-products
https://www.fema.gov/about/news-multimedia/mobile-products
https://www.fema.gov/emergency-managers/practitioners/integrated-public-alert-warning-system/public-safety-officials/alerting-authorities/best-practices
https://www.fema.gov/emergency-managers/practitioners/integrated-public-alert-warning-system/public-safety-officials/alerting-authorities/best-practices
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• The decision to issue a wireless emergency alert (WEA) to the public is a matter of 

local emergency official communication plans, policy and procedures. 

• FEMA does not provide nor place limitations or restrictions on criteria for 

authorised alerting authorities (AAs) to issue WEA to the public. 

Message Content 

• An effective WEA includes sufficient information for the public to understand the 

incident and risk and to guide and urge the public to take appropriate protective 

action(s) 

• Effective WEAs include and clearly communicate; the trusted source centre; 

description of event; location of the incident; protective action to be taken; 

guidance/expiration time or duration of the incident; and URL or phone number 

to direct people to more information. 

• WEA's support English and Spanish languages. FEMA recommends including a 

Spanish language version of WEAs for broader reach. 

A.3 International Federation of Red Cross and Red Crescent 

Societies (IRFC) Guidelines 

The IRFC developed a set of guidelines named “Community Early Warning Systems; 

Guiding Principles” as part of their Strategy 2020. 

This document refers to four core elements of an early warning system: 

• Risk knowledge: build the baseline understanding about risks (hazards and 

vulnerabilities) and priorities at a given level 

• Monitoring: keep up to date on how those risks and vulnerabilities change 

through time 

• Response capability: insist that each level reduces risk once trends are spotted 

and announced. Depending on the lead time of a warning, this may be through 

preseason mitigation activities, evacuation, or duck and cover reflexes,  

• Warning communication: package the monitoring information into actionable 

messages understood by those in need, and make sure they are prepared to 

hear them 40 

The guiding principles document further identifies guiding principles for early warning 

systems (EWS), summarized as follows: 

• Guiding principle 1: integrate with disaster response and recovery (DRR). An EWS 

is not successful or sustainable as an independent stand-alone effort; it needs to 

be designed within a larger DRR and management effort 

 

40 IFRC Community early warning systems guides principles, Strategy 2020 page 15 

https://www.ifrc.org/document/community-early-warning-systems-guiding-principles retrieved 

30 March 2024 

https://www.ifrc.org/document/community-early-warning-systems-guiding-principles
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• Guiding principle 2: Aim for synergy across levels: community, national and 

regional/global. It is the synergy between these levels that will provide the 

greatest protection for lives and livelihoods 

• Guiding principle 3: Insist on multi hazard EWS. This will a systematic analysis 

and prioritisation of a set of threats and hazards 

• Guiding principle 4: systematically include vulnerability. Both hazards and 

vulnerability must be given importance in an EWS. The neglect of vulnerability in 

EWS is one of the most important weaknesses identified across the globe. 

Resilience is recognised as the counterpoint to vulnerability. 

• Guiding principle 5: Design EWS components with multiple functions. This 

insures EWS sustainability by serving multiple purposes within a community’s 

priorities and needs. 

• Guiding principle 6: accommodate multiple time scales. Take advantage of longer 

lead times to prepare and manage EWS processes. Create early warning 

information relevant for the time and space before an expected 

incident/disaster. 

• Guiding principle 7: Embrace multiple knowledge systems.  There are typically 

three relevant knowledge systems: 

➢ Transmitted knowledge: transferred from an individual through any form 

of communication 

➢ Experiential knowledge: learned from personal exposure or experience 

➢ Empirical knowledge: created during systematic scientific analysis or 

monitoring efforts 

• Guiding principle 8: account for evolving risk and rising uncertainty.  Globalised 

modern developments have resulted in changes in the way new generations 

communicate and their priorities. The internet and social media have enabled an 

endless flow of information that may accentuate the rift and push knowledge of 

the past further aside. 

• Guiding principle 9: EWS without borders. Target the full vulnerability and 

hazard- scape. Hazards don't follow borders or understand administrative 

cultural or linguistic boundaries. They don't distinguish between jurisdictional 

zones. A disaster risk practitioner must think like a hazard and look at the full 

scale of the hazard regardless of preconceived and socially constructed 

boundaries. 

• Guiding principle 10: Demand appropriate technology. There is a place for high 

technology in EWS, but a sophisticated warning remains useless if it's not linked 

to effective action. A main consideration is to ensure technology is appropriate 

(high-cost efficiency, robust, resilient, easily used, and maintained) at every level. 
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• Guiding principle 11: Require redundancy in indicators and communication 

channels. Redundancy is an important concept. The EWS needs to be resilient 

enough to have a contingency or continuity plan in case of a partial or full 

operating system failure. 

• Guiding principle 12: Target and reach disadvantaged and vulnerable groups. 

Disadvantaged groups are a  key focus as they includes a wider group at risk 

(exposed and vulnerable). Depending on the location of an incident/disaster, this 

may include not only women, children, older persons and persons with 

disabilities. It could also include the homeless, the semi-illiterate, or very simply 

the least economically secure. 

• Guiding principle 13: Build partnerships and individual engagement. Sustainable 

multi-hazard and multi-level EWSs thrive when partnerships are crystallised and 

committed individuals are visibly attached to the efforts. 41 

 

41 IFRC Community early warning systems guides principles, Strategy 2020 pages 21-45 

https://www.ifrc.org/document/community-early-warning-systems-guiding-principles retrieved 

30 March 2024 

https://www.ifrc.org/document/community-early-warning-systems-guiding-principles


 

 

 

 

 


